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Abstract

Watermark is a technology for identifying a video or a
digital content. That is digital watermarks are nearly
invisible to human and machine inspection, difficult to
remove and permanently embedded as an integral part
of the design. Digital watermark is a special message
embedded in an image, whether it is a photo, video or
other digital content. A digital watermark software
embeds these "imperceptible” messages by making
subtle changes to the data of the original digital content.
These watermarks can then be "read"” to validate
original content and/or deliver an action, such as
delivering content to a mobile phone. We describe here
a proposed scheme for watermarking for Mobile & PDA
(Personal Digital Assistance) Devices based Images.
This paper proposes a dedicated spatial pseudonoise
watermark to protect data from digital devices between
the point of origin and the point of distribution. The
above watermark can coexist with the standard
watermarks used for protecting images through the
communication channel, at the distribution stage of the
process.

1. Introduction

Digital image watermarking is a new technique, whose
relative importance has escalated due to the
proliferation of the Internet. The concept of the digital
watermark [1] has been evolved in 1993, which initiated
significant improvements in the technology, as reviewed
in [2], [3]. Almost all these techniques involve the
insertion of the watermark into image data, which is

assumed to exist in digital memory. Most of the issues
relating to the watermark robustness and extraction
relate to its transmission from one computer to another.
This leaves the image vulnerable between point of
origin and the PDA where such a watermark is inserted.
This paper proposes a dedicated spatial pseudonoise
watermark to protect data from digital PDAs between
the point of origin and the point of distribution.
Watermark recovery is achieved by performing a
correlation of the watermarked image with the
watermark template. In this scheme, there is no original
image (unwatermarked) except its estimate via the
process of re-moving the watermark. This watermark
can be compatible with the acquisition hardware of
standard CCD cameras and can be inserted at the
analogue/digital converter stage. Its implementation in
an Electrically Programmable Logic Device (EPLD) is
straightforward.

In the proposed technique, watermark can coexist with
the standard watermarks used for protecting images
through the communication channel, at the distribution
stage of the process. In this paper we describe a point of
origin watermark scheme. The motive for this scheme is
discussed in Section 2, where its application to
commercial photography and the surveillance industry
is described. Section 3 presents a novel spatial
pseudonoise watermark construction method, which is
capable of providing individual watermark patterns for
each image. Watermark assignment is a two-part
process. The first part is based on a generic address as
provided by a "smart" card for a photographer, or a
video camera serial number. The second part is an
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individual sequence number uniquely identifying the
order of the image in the collection of that photographer
or camera. Section 4 addresses proof of piracy, section 5
and 6 addresses implementation and prototype and
section 7 is the conclusion.

2. Digital Water Marking

A digital watermark is a special message embedded in
an image, whether it is a photo, video or other digital
content. The relevant software embeds these
"imperceptible" messages by making subtle changes to
the data of the original digital content. These
watermarks can then be "read" to validate original
content and/or deliver an action, such as delivering
content to a mobile phone.
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The change to the media is so subtle that digital
watermarks are considered imperceptible.

To help illustrate the impact of a digital watermark, here
is a comparison of an original image, a digitally
watermarked image, and the result of an image
calculation done through a watermark enabled
application. The image calculation allows you to see the
changes to the image caused by embedding the digital
watermark. The calculation is created by subtracting the
original image from the watermarked image; the result
is then exaggerated for illustration purposes.

Criginal Digimarc Exaggerated view
unwatermarked watermarked of imperceptible
image image Digimarc

watermark

3. Watermark Construction

The original method of spatial watermark construction
[1], involved sequences developed for spread spectrum
communications. Since then, it has become clear that,
despite  many common features, watermarking
requirements are different, principally because:

(a) Images and video are multidimensional. This results
in causal relationships between pixels in more than one
dimension. Multidimensional arrays have been
constructed

and analyzed [4] and applied to coded aperture optics
and structured light, but there, a single array is
sufficient.

(b) The image data is not embedded on a (sinusoidal)
carrier. This makes it difficult to embed watermarks
based on roots of unity, as is done by phase modulation
in communications. Our group has recently been able to
demonstrate two schemes that achieve this, for colour
and greyscale images, by constructing angles in abstract
spaces [6]. An analysis of such methods is presented in
[5]-

(c) The pixels are quantized and image polarity is
usually known. Therefore correlation is meaningful for
integer pixel offsets only and coherent statistics are
involved. Hence correlation should be considered as a
signed quantity.

3.1 Watermark Properties

For watermarking schemes relying on correlative
recovery, the most important requirement of the
watermark is that it should be imperceptible but still
yield an unambiguous autocorrelation  peak.
Ambiguities can arise due to cross-correlation with the
image, autocorrelation side lobes and cross-correlation
between different watermarks. The effects of the cross-
correlation with the image can be reduced by non-linear
(e.g. median) filtering before correlation [7], or by
Laplace filtering. These techniques rely on the different
spatial structure of the image and a pseudonoise
sequence or array. The cross-correlation between
different  water-marks can be reduced by
orthogonalizing filters [8]. However, such filters result
in a small family of watermarks, whose autocorrelation















